v/ SCAM ALERT CHECKLIST

| PHONE CALLS

[

i

| never give personal information to
incoming callers

| hang up and call back on a known number
to verify

| know no government agency asks for gift
card payment

| have a family code word to verify
emergency calls

I let unknown numbers go to voicemail

| EMAILS & TEXTS

O
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| don't click links in unexpected messages

| check sender addresses carefully before
responding

| verify requests by contacting the company
directly

| know my bank will never ask for my
password via email

| report phishing emails as spam

| ONLINE & ACCOUNTS

[

| use different passwords for important
accounts

| have two-factor authentication on my
email

| check my bank statements monthly

| never send money to someone |'ve only
met online

| verify investment opportunities with a
financial advisor

| IF SOMETHING FEELS WRONG

0

| know to call my bank immediately if |
shared financial info

| know to report scams at
ReportFraud.ftc.gov

| know to freeze credit at all three bureaus if
needed

| talk to my family before sending money to
anyone

Free weekly scam alerts every Wednesday: zapscam.com



